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Abstract

Visualization has long been accepted as a viable means
to comprehend large amounts of information. Especially in
the context of software evolution a well-designed visualiza-
tion is crucial to be able to cope with the sheer data that
needs to be analyzed. Many approaches have been investi-
gated to visualize evolving systems, but most of them focus
on structural data and are useful to answer questions about
the structural evolution of a system.

In this paper we consider an often neglected type of in-
Jormation, namely the one provided by bug tracking sys-
temns, which store data about the problems that various peo-
ple, from developers to end users, detected and reported.
We first briefly introduce the context by reporting on the
particularities of the present data, and then propose two
visualizations to render bugs as first-level entities.

1 Imtroduction

Bug tracking systems play an important role in software
development [9, 12]. They are used by developers, quality
assurance people, testers, and end users to provide feedback
on the system. This feedback can be reported as an incorrect
or anomalous situation or as a request for enhancements.

Bug tracking systems are also used in software evo-
lution research to perform retrospective system analysis
[1,4,5,10]. In this context the analysis goal is to understand
which are the most problematic parts of the system. Bug
tracking systems provide useful information for each bug,
and include properties such as the description, the severity,
the person assigned to fix the bug, etc.

Visualization of software evolution information is not
new, and there are a number of techniques, which however
mainly focus on the structural evolution of systems. Bugs,
often considered as an unwanted “side dish” of the evolution
phenomenon, in fact represent a valuable source of informa-
tion that can lead to interesting insights about a system, that
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would be hard or impossible to obtain relving exclusively
on structural information.

In this paper we consider bugs as first-level entities
which can change and evolve over time. In particular we
focus on the bug life cycle, i.e., the history of a bug and
the various states it traverses. Based on the information we
recovered from a well-known bug tracking system, namely
Bugzilla!, we present two visualization techniques aimed at
understanding bugs at two different levels of granularity:

1. System Radiography. This visualization renders bug
information at the system level and provides indica-
tions about which parts of the system are affected by
what kind of bugs at which point in time. It is a high-
level indicator of the system health and serves as a ba-
sis for reverse engineering activities.

2. Bug Watch. This visualization provides information
about a specific bug and is helpful to understand the
various phases that it traversed. The view supports the
characterization of bugs and the identification of the
most critical ones.

In this paper we present and discuss both visualizations,
which are complementary to established structural visual-
izations and other reverse engineering technicques.

Structure of the paper. In Section 2 we introduce the
bug model, with a special focus on the bug life cycle. We
explain the challenges and the constraints in the analysis
of the Mozilla bug database in Section 3. Our two tech-
niques for visualizing and analyzing a bug database are pre-
serted in Section 4 and Section 5. In Section 6 we discuss
their benefits and shortcomings. In Section 7 we look at re-
lated work and conclude by summarizing our contributions
in Section 8.

15ee http://www.bngzilla.org for more information.
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2 Modeling Bugs

Our reference model of a bug is an abstraction of the
Bugzilla implementation. We chose Bugzilla because it is
the most used bug tracking system in the open source com-
munity and because the models of other systems, such as
Trac and Scarab?, are simplifications of the Bugzilla model.

Bugzilla describes the following properties of a bug:

e The problem. Includes the unique identifier (id), the
description (short description) of the problem and its
location in the system. The location is identified by
the pair product: :component, where a product contains
several components. Each bug has a list of comments
(long description) describing possible solutions.

o The criticality of the bug, indicated by the fixing pri-
oriry (from 1 to 5) and by its severiry. The possible
severities are, in order: Blocker {(application unusable),
critical, major, normal, minor, trivial (minor cosmetic
issue), enhancement (request of enhancement).

o The imvolved people, which includes the reporter of the
bug, the developer in charge to fix it (assigned1?), the
quality assurance (ga) person who will test the solution
and a list of people who are interested in being notified
of the bug fixing progress (CC).

e The condirion in which the bug was detected, such as
operating system and platform.

o The state of the bug, composed of stams and resolu-
tion. The status identifies at which stage of the life cy-
cle the bug is. The possible values are: Unconfirmed,
new, assigned, resolved, verified, closed and reopened.
The resolution indicates whether and how the problem
was solved, once the bug reaches the resolved status.
Possible values here are: Fixed, invalid, won’t fix, not
yet, remind, duplicate, and works for me.

Our model takes time into account. Every field of a bug
can be modified over time thus generating a bug ac#iviry.
The activity records which field is changed, when, by whom
and the pair of old and new values. Activities are important
because they allow us tokeep track of a bug’s life cycle, i.e.,
the sequence of statuses the bug went through.

Figure 1 shows all possible bug statuses and transitions,
based on the Bugzilla model*. Each possible status is as-
sociated with a different color. Green colors represent sta-
tuses in which the bug is considered fixed (resolved, veri-
fied, closed), while red colors represent statuses in which

“See http:/itrac.edgewall.org and http://scarab.tigris.org
3See http://www.bugzilla.org/docs/2.18/html/lifecyele.html
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Figure 1. The Bug Status Transition Graph.
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the bug has to be fixed (new, assigned, reopened). We con-
sider reopened as the most critical status, since a first at-
tempt did not fix the bug. Unconfirmed is associated with
cvan, since it is not known vyet if the reported bug is real.

The typical life cycle of a bug is the following: It is re-
ported (either new or unconfirmed according to the privi-
leges of the reporter), it is assigned to a developer for fixing
{assigned) and then he/she proposes a solution (resolved) or
decides that a solution is not needed (for example when the
resolution is set to duplicate or invalid or won't fix). When
the bug is resolved, the quality assurance tests the proposed
solution and sets the bug status to one of the following: Ver-
ified, closed, reopened, unconfirmed. The bug status tran-
sition graph does not have a final state, because a bug can
always be reopened.

3 Visuoalizing the Mozilla Bugs

We visualize the bug data set of Mozilla* between
September 1998 (when Bugzilla was introduced) and April
2003. Due to its sheer size and complexity this leads to
a number of constraints on the visualization techniques. In
particular, three properties of the Mozilla bug database have
to be considered:

1. Bug number: The database contains 255’302 bug re-
ports, therefore the visualizations have to scale.

2. Bug liveliness: On average a Mozilla bug lasts 523.2
days (time between the reporting and the last registered
activity) with an average of 10.6 activities. The visu-
alizations should not only display individual bugs, but
also complementary information such as their activi-
ties and status histories.

3. Bug importance: Expressed with severity and priority,
bugs have different impact and importance, and the vi-
sualization technique must help to convey this distine-
tion.

4See http://www.mozilla.org
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4 The System Radiography View

The goal of the System Radiography view is to support
the analysis of the bug database as a whole. We want to
study how the open bugs (not fixed yet) are distributed in
the system and over time.

Component 1 I
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e
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Figure 2. The principles of the System Radio-
graphy visualization.

Visualization Principles. Figure 2 shows the principles
of the System Radiography visualization. The evolving sys-
tem is displaved using a matrix-based representation. Each
row of the matrix represents a system component, and each
group of rows, i.e., components, represents a system prod-
uct. This hierarchical decomposition of the system in Prod-
uct::Component is obtained by the bug database itself, since
each bug affects a particular component of a particular prod-
uct. The columns represent time from left to right. Each
column corresponds to a parametrizable interval of time.
The y position of each cell represents a Prod-
uct::Component pair, while the x position represents an in-
terval of time. The color of the cells maps the number of
bugs affecting the ¥ component during the x time interval,
where x and y are the position of the cell. We use a gray
scale: The darker the color, the larger the number of bugs.
A bug, at any point in time (of its life), is characterized
by a status. Therefore, it does not make sense to count the
number of bugs during a time interval without considering
their statuses. For this reason, the color of the cells rep-
resents the number of bugs with a given status (or set of
statuses) during the considered time interval. This allows
us to see the distribution of the bugs in the system and over
time with respect to their status: For example “open” bugs,
i.e., bugs with rew, assigned or reopened status, “solved”
bugs (resolved, verified or closed), or only new or reopened
bugs, erc. Other filters can be used, one per each field of the

bug. For example, we can use the severity filter to count the
blocker and critical bugs only.

Once the matrix is created, we apply a sorting algorithm
to its rows before displaying it. The goal is, for each prod-
uct, to sort its components according to the similarity of
their histories, i.e., the numbers of bugs for every time in-
terval. Given a product p and two components ¢1, ca, cor-
responding to the matrix rows ry,7rs of size n (number
of columns), the similarity between the components is de-
fined as the Euclidian distance of the points v, 7y in a n-
dimensional space, as defined by Hquation 1.

dirsra) = /(i () = rall)F + -+ i) — 2 (D

The value of r;(7) is the number of bugs with a given
status (and after the filtering) of the ith component within
the 7tk time interval.

After sorting, we obtain a matrix in which the products
are alphabetically sorted and where the components within
each product are sorted according to the defined similar-
ity. This sorting allows us to detect groups of components
which were affected by a large number of bugs in the same
time window.

Figure 3 shows our tool visualizing a System Radiogra-
phy of Mozilla, from June 1999 to April 2003, where open
bugs only are considered. The time interval used is three
days, meaning that each column of the malrix represents
three days of time. The main window of the tool is divided
in a visualization part on the left, containing the actual Sys-
tem Radiography, and an information part on the right. This
part displays the information relative to the matrix cell un-
der the pointer: The time interval, the product::component
pair and the list of bugs (id and short description) affect-
ing that component during that time interval. Only the bugs
with the considered statuses and severities are listed.

Visualization Interpretation. Our goal with this first vi-
sualization is to understand where and when the open bugs
are concentrated. In Figure 3 we see that Browser is the
biggest product, in terms of mumber of components, and the
most affected by open bugs. It has a large number of gray
rows, i.e., components affected by many bugs. We identi-
fied and annotated five system areas with the highest density
of open bugs, described in Table 1.

These areas contain system components which were af-
fected by a large number of open bugs for a long period of
time. The average number of bugs per basic time interval
{three days) varies from 145 to 408, while the total amount
of different bugs varies from 874 to 24407. The shortest
time window is 22 months, the longest 46 months. Such
amounts and densities of bugs with such a persistency over
time are bad symptoms, which indicate that the components
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Figure 3. The System Radiography of Mozilla from June 1999 to April 2003. Only bugs with new,

assigned or reopened statuses are considered.

Label| Product CoTnpoTeTds Tirne indetval Avg ., of | #of different
bz 3 days | bugs

1 Bovwsar Boolonatls, Layout: FotmnContiols, Layout: Tables, Plogins, | Bday 01-Tan 03 | 215 S5T0
HP-Apps: GUI Feabures, Event Handling:

z Browsar Browser gznaral, Lapout, XP Toolkit/Widget, Bditor Cors, | Jun 90-Apr 03 | 24407
Metweotking, XP Apps, OTT

b Dlaill] ewa Hetworking M AP, Aceount Ianager Tefay O1-Iefar 03 [ 145 &4

4 Dfaill wva Addessz Book, Composition, Iail Back End, Mal Window | Ango0-Apr o3 | 408 0421
Front Erd

5 Tech Brangzlistn | Butope West, 118 Ceneral Chet Qe Ape 03 23 187

Table 1. The properties of the five highlighted areas in Figure 3.

are badly designed or implemented and thus they should be
reengineered to decrease the number of introduced bugs.

The samne bug can be present in different cells of the
same row. For example, if a bug was in the assigned sta-
tus for @ days, and the time interval is three days, then the
bug is present in three cells, On the other hand, since the
product and component fields of a bug can hawe just cne
value, the same bug carmot be present in different cells of
the same colummn.

Cur second zoal of the analysis in the large is to under-
stand where and when the open and most severs bugs are lo-

cated. To do zo, we generate a second System Eadiography
by selecting the bugs with the Blocker or criical severity.
In the obtained visualization, not shown for lack of space,
we detect an area similar to the ones highlighted in Fig-
ure 3. That area contains the components Brow ser-General
and CJI from March 2002 1o April 2003, The average mun-
ber of bugs per three days is 54 with a total of 236 different
bugs, The two components are present also in area 2 in
Figure 3. They are the most critical components in terms
of being affected by bugs, and thus should be analyzed in
detail.
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Figure 4. A Bug Watch Figure visualizing Bug 5119 of Mozilla between Oct 19 1999 and Oct 16 2001,

5 The Bug Watch View

With the System Radiography view we obtained a big
picture of the system from the bug perspective and we de-
tected the critical components. The purpose of the Bug
Watch view is to ease the analysis of single bugs. Our goals
are to characterize the bugs affecting a given set of com-
ponents during a given time interval and to detect the most
critical bugs. Our underlying assumption is that the critical-
ity of abug does not depend only on its severity and priority,
but also on its life cycle. For example, a bug reopened sev-
eral times indicates a deeper problem than expected.

For this type of analysis we need a visualization which
fulfills the following requirements:

e Considering time. The visualization has to be time-
based in order to show the life cycle history of a bug.

e Considering severity and priority. These bug proper-
ties, in the context of a bug’s life cycle, allow us to
detect critical bugs.

Visualization Principles. Tigure 4 shows a Bug Warch vi-
sualization of a Mozilla bug. This visualization technique
uses a watch metaphor to represent time: The initial times-
tamp is mapped to 00:00 on the watch, the final timestamp
is mapped to 11:59. The figure is composed of three layers:

1. The Status layer represents the bug life cycle. Each
status the bug passed through is visualized as a sector,
using the same color schema as in Figure 1. The po-
sition and the size of each sector map the initial time-
stamp and the duration of the corresponding status.

2. The Activity layer visualizes modifications of any bug
property. Bach activity is represented as a black bar
and positioned according to when the modification
happened. An activity is an event and therefore its vi-
sual representation has a fixed size. Wider bars denote
several activities in the same time interval.

3. The Severity/Priority layer depicts information about
the severity and the priority of a bug. Dark colors de-
note high priority and blocker or critical severity, while
bright colors denote low priority and minor, trivial or
enhancement severity.

We can map different bug metrics on the radius of a Bug
Watch. We usually choose the number of statuses in the
considered time interval which also corresponds to the num-
ber of sectors. This, besides facilitating the detection of
bugs with an intense life cycle, also has the benefit of mak-
ing the statuses more readable: Bugs with many statuses are
represented with larger figures. Figure 5 shows an example
of this: Statuses are always readable, as long as they do not
last for a very short time.
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Figure 5. Bug Watches applied to the bugs affecting the Browser::Hetworking component of Mozilk.
The reference tine interval i from Hovembser 2002 to April 2004,

One problem of the Bug Watch wizualization is that it is
not poesibls todiztingnish betwaan diffarant activitizs, sdnes
thaw ars all visnalizad in the samne way, We opted against the
use of different edors for diffarent activities bacause this
wold male the figuee too complax o interpret,. A seecnd
problamn atizes when thate are stabizes which last for shoet
peticds of time, They are repeesented as narsow sectoes,
which are difficult to distingnizh, sspecially in zoomed ot
wisws as for example in Fignra 5, Toovereamns thess fzamas,
we provided our tool with panels showing comp ementary
infotTnation about the bugin foens Ees Figure 4.

Considaring the high number of oz, the question is
which bgs to visnalize using the Aug Werdn The starting
point iz usnally the praviously preasented Sweeem Radizgra-
pfo view: W zelecttdraw a rectangds in the System Badio-
graphy which will be convartad in a zet of buge and in a
tirne intarval, To boild the st of bugs, all the matdx cells
coverad by the rectangle ars considersd, and all the oo
tesponding bugs are addad, Depending on its haight, the
tectangde o an covar ons or saveral systam componeants, The
e intetval iz eraatad by caneidating the first and tha last
Inattiz columns covered by the ractange,

The zelectad tugs ars then visualized by means of Bug
Watchaz, with the same refatence Hme interval. Figues 5
shows 2 Bug Watch visw (withot the infomation panels
for space reasons) applied to the rectangle annotatad with

2 in Fignrs 2. The arza covers the MNetworking eompo-
nent from Movember 2002 to Apeil 2003, In the visual-
izaton shown in Figars 5 we geouped the g watehas s
ing the following ceiterion: Bugs having simil ar life eypelas
fin the considerad time interval) are groupad and placed in
tha zamne bog, Bugs with a divapse life eyela fomn singde-
elament boxes, The boxes are placed in a way that simdlar
boses, with rasperct 1o the simdlasity of the contained bogs,
stay elose to sach other, This gromping teehnique facilitates
the charastetization of ige, accordingto their lifs cyeles,
and the identific ation of “excaptional gy

Visualization Interpretation, Figurz 5 zhows the open
g affecting the Browsar:Metworking component of
Mozilla from Maovernber 2002 (mapped to G000 on the
watcl) fo Apeil 2003 (mapped to023:5%), W oleerve 5 in-
tatesting facts, annatated in the figars:

1. Itiz actueial bugin the component, dneeithas Hocker
sevarity and macitnumn priceity (datk severitypriceity
lazyat), ard it was recpaned foor timez, The activity
layar aof the figurs shows that the history of the tugis
tich of activitiaz, The datails of thess activibes gven
in the informnation panels, tall us that the developer in
charge of fizing the g changsd six times and that
many people ars interasted in the g sines many =
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mail addresses were added to the CC. The bug id is
31174 and the problem is related to SSI. channels and
proxies, as stated in the short description.

2. Allthese bugs are hard to fix, since they were reopened
at least one time (and at most three). They have various
levels of severity and priority, but only one of them
(marked also as 4) has a critical severity.

3. These bugs have an unusual life cyele: They pass from
a resolved or verified status to an unconfirmed or new
status, without being reopened. By reading the activity
details, we discovered that this behavior is associated
with a change of person in charge (assigredTo) and
often with a change of quality assurance person {ga).

4. All these bugs have the maximum level of priority and
severity (critical or blocker).

5. This bug has a life cycle composed of one status only,
but its history is full of activities. All these activi-
ties are an addition of a CC, meaning that increasingly
more people are interested in that bug.

All the other bugs have a “normal” life cycle for not-
yet-fixed bugs, following for example the transitions uncon-
firmed — new or new — assigned. None of these bugs has
both maximum priority and blocker or critical severity.

6 Discussion

The proposed visualizations support the analysis of a bug
database at two different but complementary levels of gran-
ularity. This has two main benefits: (1) The technique scales
up to the size of Moxzilla, i.e., 250’000 bugs and 2’ 700’000
activities, and (2) it is possible to visualize and inspect any
individual bug together with its history.

The interaction capabilities the tool offers, allows the
user to “jump” from the large scale System Radiography to
a detailed Bug Watch view, which visualizes a selected part
of the system or even only one bug. The tool allows also
to customize the views by applying filters to bug properties
such as priority and severity.

Another advantage of the approach is that both visual-
izations include the time dimension. In particular the Bug
Watch view has the time embedded in each figure. This
allows any type of layout and grouping, without loosing
or modifying time-based properties of bugs (e.g., life cy-
cle and activities). The last benefit comes from the sorting
and grouping techniques used in both views, which ease the
detection of critical areas of the system and the characteri-
zation of bugs.

Concerning shortcomings, the data set we used to exper-
iment with our visualizations is limited, since it does not
contain recent data (up to April 2003). Recent versions of

Bugzilla are still based on the bug and life cycle models
used in this paper and a validation with recent data is re-
quired. We propose a general technique based on a single
data set. To prove that the approach is general we need to
apply it to other case studies.

7 Related Work

The approach presented in this paper is a follow up of
our previous work in which we showed how to extract and
integrate versioning data from CVS and bug reporting data
from Bugzilla into a Release History Database (RHDB) [6].
The data is used to analyze the evolution of software sys-
tems such as presented by D’ Ambros er al. in [4] and by
Pinzger et al. in[11]. These approaches focused on provid-
ing visualizations for CVS, Bugzilla, and source code data
whereas in this paper we take into account the bug report
details and in particular their life cycles.

Fischer and Gall used CVS and Bugzilla data to depict
the evolution of features [5]. They use graph-based visu-
alizations to project bug report dependence onto feature-
connected files and the project directory structure. Depen-
dencies occur through source files that were modified to fix
a particular bug. The two different views allow the spec-
tator to uncover hidden dependencies between features and
shortcomings in the design.

Some open source projects, e.g., KDE’ customized
Bugzilla to create bug statistics and charts. These statis-
tics basically consists in database queries to detect recently
reported bugs, the most voted ones, the products with most
bugs efc. The main difference with our visualization is that
we provide a big picture of the system with the entire history
and a detailed view, both interactive. This allows the user to
detect interesting areas and to inspect the details on-the-fly.

Similar to our approach Halverson ef al. presented a
number of visualizations [7] to support the coordination of
work in software development, namely the Work Item His-
tory and the Social Health Overview. The Work Ttem His-
tory shows status changes of bug reports and makes prob-
lematic patterns such as resolve/reopened visible. The So-
cial Health Overview provides an interactive overview of
bug reports with drill down capabilities,. Whereas they fo-
cus on analyzing team coordination we focus on analyzing
the evolution of software systems.

Mozilla has been addressed in a mumber of case studies
such as by Mockus et al. [9]. They used data from CVS
and Bugzilla focusing on the overall team and development
process such as code contribution, problem reporting, code
ownership, and code quality including defect density in final
programs, and problem resolution capacity as well.

The knowledge stored in bug repositories has been used
by researchers to aid in bug triaging. For instance, in [2]

SSee hitp://bugs.kde.org
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Anvik er al. presented an approach to semi-automatically
assign a developer to a newly received bug report. Using the
data who solved what kinds of bugs from Bugzilla reposito-
ries they apply machine learning algorithms to recommend
to a triager a set of developers who may be appropriate for
resolving the bug. A similar approach has been presented
by Cubrani¢ er al. in [3]. Instead of recommending devel-
opers, our approach provides visualizations to analyze and
understand bug life cycles.

A mumber of approaches use bug report data to train
mining algorithms and validate their results. For instance,
Sliwerski ef al. [13] and later on Kim ef al. [8] investigated
changes that induce bug fixes. They start with a bug report
indicating a fixed problem, extract the associated changes
in the source code, and analyze the earlier changes that
might have induced the reported bug. In contrast to these
approaches we focus on a detailed analysis of bug reports,
considering them as first class entities.

8 Conclusion

In this paper we have proposed an approach to sup-
port the analysis of a bug database, by means of two vi-
sualizations: The Systein Radiography and the Bug Watch
views. The System Radiography is aimed at studving the
bug database in the large: The visualization is helpful to
understand how the bugs are distributed in the system prod-
ucts and components and over time. It also highlights the
critical parts of the system, e.g., the components affected by
most of the bugs. The Bug Watch view supports the analysis
of the bugs affecting a limited part of the system, e.g., one
or few components. The visualization facilitates the charac-
terization of bugs and the identification of critical bugs.

The main contributions of the paper are:

1. Introducing the concept of a Bug's Life, i.e., bugs
are considered as evolving entities which change over
time. Studyving the history and, in particular, the life
cycle of bugs permits an accurate characterization.

2. Using the watch metaphor, and introducing the corre-
sponding Bug Watch figure, to visualize and analyze
the life cycle of bugs.

3. Introducing a new criterion for bug criticality. Besides
the severity and priority we also consider the life cy-
cle. The underlying assumption is that bugs reopened
several times are more critical.
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